



DNS Interview Questions and Answers
Ques 1. What is the main purpose of a DNS server?
The main purpose of DNS (Domain Name Service) is to resolve the hostnames/ user-friendly names to corresponding IP addresses. For example when someone types “abc.com” on their browser the first request goes to DNS server to resolve the hostname ‘abc.com’ to IP address (1.1.1.1 in this case) as the network works on IP addresses and not on hostnames. Hence DNS makes human life easy as we have to remember only the hostnames/URLs and not the numeric IP address for each website.
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Ques 2. What is the protocol and port no of DNS?
DNS uses both TCP and UDP protocols on port numbers 53 as its transport mechanism.
Ques 3. What is a Forward Lookup?
Forward DNS lookup is used to find an IP address using the domain name.
Ques 4. What is Reverse Lookup?
Reverse DNS lookup as name suggests is reverse of Forward DNS lookup i.e. to find the domain name using the IP address of domain.
Ques 5. What is a Resource Record?
Resource records are DNS server database entries. These resource records are used to answer the DNS client requests/queries. There are various types of resource records available in DNS i.e. A record, CNAME record, MX record, SOA record, PTR record etc.
Ques 6. What is SOA record and why are SOA records required?
SOA record stands for start of authority record. It is the most essential part in the Zone file. The SOA record is a way for the Domain Administrator to give out simple information about the domain like, how often it is updated, when it was last updated, when to check back for more info, what is the admins email address and so on. A Zone file can contain only one SOA Record. A properly optimized and updated SOA record can reduce bandwidth between name servers, increase the speed of website access and ensure the site is alive even when the primary DNS server is down.
Ques 7. What is a Zone?
Zones store the DNS database records required. Zone is portion of DNS name space divided for administrative reasons. This allows more granular administrative control. Each DNS server may have many DNS Zones under it.
Some of Key Zone types are –

· Primary Zone

· Secondary Zone

· Active Directory integrated Zone

· Stub Zone

Each of these zones includes all records for that zone of that except stub zone which includes authority zone from other DNS Server.
Ques 8. What is Caching Only Server?
The Caching Only DNS server is put in place to provide only the caching function and doesn’t contain any Zone information or zone database file. The caching-only server stores information based on the results of the queries it has already performed.
Ques 9. What is forwarder?
A Forwarder is a Domain Name System (DNS) server on a network that forwards DNS queries for external DNS names to DNS servers outside our own network.
Ques 10. Name some of Cloud Service providers providing DNS and GSLB services?
Few of the cloud service providers providing DNS and GLSB services are: 
· Amazon

· Citrix

· A10 Networks

· Microsoft Azure

· Google
· Akamai
Ques 11. What is scavenging?
Scavenging is a DNS server service which supports a mechanism for performing clean-up and removal of stale resource records which can accumulate in zone data over time. It helps to maintain the dynamic DNS environment by regular deletion of stale resource records from the DNS database.
Ques 12. Where does a Host File Reside?
For a windows machine the host file resides at the following location:

 
C:\Windows\System32\drivers\etc\hosts file.
Ques 13. Which are some of Tools for troubleshooting DNS?
The following tools/sites can be useful to troubleshoot DNS issues -
· Nslookup

· Dig

· Ping 

· Traceroute

· Host

· Dnsstuff.com

· dnsquery.org

Ques 14. What is WINS server? Where we use WINS server? Difference between DNS and WINS?
WINS stands for Windows internet name service. WINS was designed specifically to support NetBIOS over TCP/IP (NetBT). WINS is required for any environment in which users’ access resources that have NetBIOS names. If we do not use WINS in such a network, we cannot connect to a remote network resource by using its NetBIOS name.WINS resolves name in NetBIOS name space while DNS resolves name in DNS domain name space.
Ques 15. How do I clear the DNS cache on the DNS server?
Below are the 2 options where we can clear the DNs cache on DNS Server –
Option 1 -

Purging the DNS Server Cache from the Command Prompt -
At the command prompt, run the following command -
“Dnscmd <DNSServerNAme> /ClearCache”
Option 2 -

Purging the DNS Server Cache with Windows PowerShell

Use the following cmdlet from the dnsserver module -
“Clear-DnsServerCache”
Ques 16. What is NBNS?
NBMS Server is responsible for maintaining a list of mappings between NetBIOS computer names and network addresses for a network that uses NetBIOS as its naming service.

A computer registers itself with the NetBIOS name server upon startup by providing the name server with its computer name and network address. When the computer needs to communicate with a remote machine, it queries the name server for the network address of the remote machine.
Ques 17. What are the different DNS Roles/Types?
Different DNS Roles/Types are enlisted below -

· Caching-Only Servers

· Forwarding Servers

· Primary Master Server

· Secondary Slave Servers

· Authoritative DNS Servers 

Caching-only Server store query results that are made and next time this information is required, the server fetches it immediately instead of waiting. These servers are not authorized for any domains and responsible for only performing queries. Though initially its cache is empty, It is only after some period of time that the server fetches data based on client requests. This information is stored in the cache, and reused whenever needed. 
Forwarding Servers - This type of DNS server is designated to perform host name resolution for other DNS servers on an organizations internal network when the host name to be resolved resides in an external DNS domain. The forwarder DNS server resolves the host name resolution request, caches it and returns the mapping information to the internal DNS server that requested it. A Forwarder accepts recursive queries from a DNS Server downstream in the query chain.
Primary Master Server -

The primary master server has the master copy of the domain data, and this master data is loaded onto the disk when its operation starts. This is the main server which is referred to when relevant data is needed; changes to the database can be made in this server's zone data. In case there is excessive load on the primary master server, data is shared on the secondary server, and authority is delegated to it by the primary server.
Secondary Slave Server -

In case of failure of the master server, the secondary slave server takes ownership to provide the relevant information. Slave name servers are backup servers for the master servers. If the master server has delegated authority to the secondary server, customer requests can directly reach these servers, instead of the master servers.

Authoritative Server -
The authoritative nameserver contains information specific to the domain name it serves. It can provide either (1) IP address of that server found in the DNS A record or (2) CNAME.
In layman words, an authoritative name server provides actual answer to DNS queries like Website IP or mail server IP address. 
Ques 18. What is Name Server?
Name server is a server on the Internet specialized in handling queries regarding the location of the domain name’s various services. There are various tools available on internet to check the Name server we are using for domain.
Ques 19. What are SRV?
SRV stands for service records. An SRV record is a resource record in DNS used to identify computers that host specific services. It provides the hostnames and port number of server for specified services. A SRV record has the following format:

‘_service._proto.name. TTL class SRV priority weight port target.’
Ques 20. What are PTR records and MX records?
A Pointer (PTR) record is the opposite of an address record: It provides the fully qualified domain name for a given address. 

Example of PTR Record - 
5.125.107.131.in-addr.arpa. 3600 IN     PTR     mail.microsoft.com.

Mail Exchange (MX) records identify the mail server for a domain. The owner field provides the domain name that users address mail to. The RDATA section of the record has two fields. The first is a priority number used to determine which mail servers to use when several are available. The second is the fully qualified domain name of the mail server itself.
Ques 21. What is meant by query? Name the different types of queries?
A DNS query is the process of a computer or networking device making an inquiry to get an IP address for a DNS name such as google.com.

A computer trying to access google.com generates a DNS query and sends it to local DNS if any or to the ISP’s DNS for the name > IP resolution.

There are three types of DNS queries:

· Iterative queries

· Recursive queries

· Inverse queries.
Ques 22. What is DNS spoofing?
DNS spoofing, also referred to as DNS cache poisoning, is a flavor of computer hacking in which corrupt Domain Name System data is introduced into the DNS resolver's cache, causing the name server to return an incorrect result record.
Below is an example where DNS record (in DNS Server) is spoofed and the attacker can manage to redirect all the traffic that relied on the correct DNS record to visit a bogus website that the attacker has created to resemble the real site.
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Ques 23. What is DNS resolver?
Domain Name System (DNS) resolver, more commonly referred to as a “DNS lookup”, resolves an individual host name to an IP address.
A DNS resolver stores a central database of DNS nameservers and manages DNS requests for all the clients on the network. With DNS resolvers, end user devices do not need to store addresses for multiple online nameservers, a process which is difficult to manage effectively.
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Ques 24. What are different types of record in DNS?
The various types of DNS records as listed as below -
· A records - Gives IP in return to hostname.

· AAAA records - The record AAAA (also quad-A record) specifies IPv6 address for given host.

· CNAME records - The CNAME record specifies a domain name that has to be queried in order to resolve the original DNS query.

· NS records - Name server records specifies an authoritative name server for given host.

· PTR records - As opposed to forward DNS resolution (A and AAAA DNS records), the PTR record is used to look up domain names based on an IP address.

· SOA records - The record specifies core information about a DNS zone, including the primary name server, the email of the domain administrator, the domain serial number, and several timers relating to refreshing the zone.

· MX records - The MX resource record specifies a mail exchange server for a DNS domain name. The information is used by Simple Mail Transfer Protocol (SMTP) to route emails to proper hosts. Typically, there are more than one mail exchange server for a DNS domain and each of them have set priority.

· TXT records -The text record can hold arbitrary non-formatted text string. Typically, the record is used by Sender Policy Framework (SPF) to prevent fake emails to appear to be sent by you.
Ques 25. Explain CNAME record?
CNAME record stands for Cannonical name record. This record is used to specify a domain name that has to be queried in order to resolve the original DNS query.
Ques 26. Explain Dynamic DNS?
Dynamic DNS is a service that maps internet domain names to IP addresses. DDNS also supports dynamic IPs such that those assigned by DHCP unlike DNS which only supports static mapping.
Ques 27. Define TTL wrt DNS?
TTL value on a DNS record is kind of an expiry date associated with a DNS record. TTL determines how long a record will be held in the resolver cache. The longer the TTL value the longer the record stays in the cache. Once the TTL expires we will have to query the Authoritative name server again to get the resolution.
Ques 28. What is structure of DNS?
DNS uses a hierarchy to manage its database system. The DNS hierarchy (domain name space) is an upside down tree structure like a Directory.

The DNS tree has a single domain at the top of the structure called the root domain. A period or dot (.) is the designation for the root domain. Below the root domain are the top-level domains that divide the DNS hierarchy into segments.

Listed below are the top-level DNS domains and the types of organizations that use them. Below the top-level domains, the domain name space is further divided into subdomains representing individual organizations. 

Domains under the top-level domains represent individual organizations or entities. These domains can be further divided into subdomains to ease administration of an organization's host computers.
Any domain in a subtree is considered part of all domains above it. Therefore, abc.companya.com is part of the companya.com domain, and both are part of the .com domain.
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Ques 29. How to check whether DNS is working or not?
Here are few of the utilities that you can use to troubleshoot the DNS issues:

Nslookup: To examine the contents of zone files on local or remote servers.

Ipconfig/all: You can use Ipconfig to view DNS client settings, display and flush the resolver cache, and force a dynamic update client to register its DNS records.

DNS Log: You can configure the DNS server to monitor certain events and log them in the DNS log for your examination.

Monitoring in the DNS Console: You can perform test queries by using options on the Monitoring tab in the DNS console.
Ques 30. What is an iterative query?
An iterative name query is one in which a DNS client allows the DNS server to return the best answer it can give based on its cache or zone data. If the queried DNS server does not have an exact match for the queried name, it returns is a referral (i.e. a pointer to a DNS server authoritative for domain namespace).
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Ques 31. What is Recursive query?
In recursive name query DNS server responds to client with the requested record or an error message i.e. the record or domain name doesn’t exist. If DNS server is not able to resolve the requested query then it forwards the query to another DNS server where it gets an answer or else the query fails.
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Ques 32. What is stub Zone?
A Stub Zone is a copy of a zone that contains only those resource records necessary to identify the authoritative Domain Name System (DNS) servers for that zone. A stub zone is used to resolve names between separate DNS namespaces.
Below diagram showcases example functionality of Stub Zone -
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Ques 33. What is Conditional Forwarding in DNS?
Conditional forwarding occurs where a server only forwards queries for certain domains to certain DNS servers. In other words, instead of forwarding all unresolved queries to a forwarder, you specify that you will only forward requests for certain domains to certain forwarders. It also improves the performance of the DNS queries.
Ques 34. What is the 224.0.1.24 address used for?
224.0.1.24 is WINS server group address. Used to support auto discovery and dynamic configuration of replication for WINS servers. Used to support auto discovery and dynamic configuration of replication for WINS servers.
Ques 35. What is DNS delegation?

DNS Delegation is the mechanism where DNS name space is divided into different parts.
Let’s take example to further elaborate on the understanding - An organization by name “COMPANY” has Name space for DNS server which is divided into 2 parts - North and South.
Next the client queries the North domain with following request “ABC.NORTH.COMPANY.COM”. Now the request will 1st go to 1st DNS which holds the domain name “COMPANY.COM”. The main DNS server needs to know which server holds the NORTH side Information. This is where DNS delegation comes to play and through DNS delegation query passed on to right DNS Server. Henceforth we can rightly say that DNS delegation is “The ability to divide DNS namespace into separate parts and store in separate servers.”
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Ques 36. By default, if the name is not found in the cache or local hosts file, what is the first step the client takes to resolve the FQDN name into an IP address?
If name resolution information is not found in cache or local host file of client, it will follow following steps –

1st Step - Domain Name System (DNS) servers are queried.

2nd Step - If the name is still not resolved, NetBIOS name resolution sequence is used as a backup. 

